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1. Executive Summary 

The purpose of the ICT Strategy is to clearly map out the service targets for the next five years and 
show how these would be achieved. 

It sets out to define the ICT policies, projects and plans needed to support Breckland’s aspirations, 
priorities and objectives. It draws upon the corporate Business Plan, and Service Team Plans, and 

builds upon the ICT foundations that have already been established. This strategy seeks to underpin 

Council and regional objectives by aligning ICT and Business Improvement with corporate priorities, 
and ICT will work to support efficient and effective service delivery and provide innovative 

opportunities to add value and deliver best value. 

To ensure the service remains business driven, the ICT Team works closely with Service Managers to 

develop and deliver their business objectives through use and application of ICT and Business 

Improvement techniques. To this end, a revised project governance model has been introduced to 
ensure projects are aligned to the business and to provide a robust scoring system to determine 

relative priorities. A flowchart of the revised process is included under the Governance section. ICT 
and Business Improvement provides an internal consultancy service to seek to deliver innovative and 

entrepreneurial service provision within Breckland, and has also delivered external consultancy to 
other Local Authorities on request. 

In brief summary, Breckland’s Business Plan describes the ‘what’ in terms of futures, and the ICT 

Strategy defines the ‘how’. 

It is also recognised that ICT is only a part of any business transformation activity, and that Business 

Process Review aligned with ICT offers significant organizational change benefits. It is for this reason 
that Breckland has adopted a more business focused approach for business development, and has 

replaced its ICT Steering Group with a more business aligned and elevated Business Improvement 

Sub Committee, reporting via the Exec Board.  

This is a very positive for the business as this is a key decision making forum that represents the 
Council’s interests as a whole, allowing high level management of budget and benefit realisation 
programmes and projects. 
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2. Introduction 

From Society of IT Managers (SOCITM): 

 

           “Between 2007 and 2011 the priority for technology investment and business change must 
be transforming delivery into public services centred round citizens and businesses, and 
transforming support into a shared services framework. During this period it will also be 
important to realise the financial and service benefits of current and planned investments. 

 
          The goal should be to have made the key changes, to have embedded the new cultures, and to 

have made the process irreversible, by 2011.” 

This document sets out the medium-long term corporate ICT strategy for Breckland Council. The ICT 

strategy brings together in one place a wide range of existing technical and business strategies and 
reference the Council’s Vision of Breckland; other key policies and corporate practices.  

This document should be read in conjunction with the Council’s Business Plan [2004-2010] and the 
Service Annual Delivery Plans, and also raises the profile of the Customer Access Strategy, a key 

document in delivering to the aims of the above. 

 

 

 

Note: At time of writing, Breckland has been in discussions with other District and County councils 

around sharing of services, infrastructure and skills recognizing the financial and service challenges 
facing us, and the need to continue to deliver value for money for our residents. The Strategy 

therefore is not overly prescriptive, and seeks to deliver a model and an infrastructure that meets 

industry standards and continues to provide Breckland with flexibility of service provider, which also 
supports interconnection to other private and public sector bodies as and when required. 
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3. Purpose of the Strategy 

To put in place over the next five years the people, the resources, the culture and processes 
necessary to ensure: 

• Staff and Councillors have the information needed to support the corporate objectives of the 

Council 

• To ensure that opportunities to share knowledge, infrastructure, resources and common 

approaches are maximised 

• To ensure that the ICT strategy continues to contribute to the delivery of continuous 

improvement  

• Evaluating and promoting the use of new technology where it can deliver benefits to services 

 

However, it is recognised that the deployment of such technology on its own is unlikely to deliver all 
of the potential improvements in quality and productivity referred to above, as factors such as 

effective training, delivery of organisational change, and clear establishment of key criteria for 
measuring and realising benefits - all contribute to the success of a project.  
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4. Council Vision and Business direction 

The Council’s ICT strategy needs to support the Council’s vision and business direction. 

The Council seeks to use the most modern and affordable technology available to help achieve its 

business aims.  

It also wishes to be regarded in Local Government as an organisation that is at the forefront of IT 

with clearly demonstrable business benefits.  

The Council’s overall vision statement is: “A Better Place, a brighter future’, underpinned by the 5 
key themes as follows, (with reference made to relevant links to the  ICT Strategy): 

• CA 01  Building Safer and Stronger communities; 

          The ICT Strategy supports and underpins cross authority Service Team Plans, and has already 
provided ICT and Business Support to key programmes that support CA01 – such as CCTV 

project initiation, support and advice to the Choice Based Lettings service and support to the 

Migration Impact programme (the mobile multi service bus – with satellite comms) as well as 
Licensing and Environmental services. However ICT already delivers support services to the 

Communities teams as part of the standard service provision offered to the Council. 

• CA 02  A Clean and green environment;  

ICT and BIT have a number of initiatives already underway to seek to ensure Breckland meet 

and exceeds its Green policy targets. These include adoption of VM Ware technologies to 
reduce heat, light, space and power requirements, an evaluation of low power thin client 

devices, and consideration of mobile working technologies to seek to reduce staff travel. 

Progress of these initiatives is being tracked through a Breckland Green Agenda Development 
Panel. 

• CA 03  Building prosperous communities;  

The ICT/BIT team already work closely with all Breckland business units, including Economic 
Development teams and are championing the improvement in broadband services across 

Breckland, with our colleagues at District and County level. 

• CA 04 ‘Your Council, your services’ - tailored services for local needs;  

The Customer Access Strategy is a key document that seeks to deliver citizen centric services to 
Breckland residents and Service Users, there is therefore strong Customer Services 

representation at the Business Improvement Sub Committee to ensure all projects and 
programmes are assessed to deliver to local needs. The Council are also considering alternative 

channels to ease access to info, such as SMS/DigiTV and potentially video conferencing to 
make the experience for the resident fast, effective, efficient and comfortable! 

• CA 05 An entrepreneurial council; 

Breckland has a track record of innovation, process and ‘purpose’ challenge, using both LEAN 

and Systems Thinking approaches – with the aim of delivering what the customers need rather 
than replicating services provided previously. This ‘challenge model’ alongside feasibility and 

adoption of better technologies when suitable means we can flex elements of our service to 
expected needs relatively swiftly. Breckland recognises however that there is also plenty of best 

practice already being applied, and will not seek to ‘reinvent the wheel’ should a working 

solution be available.ICT Environment 
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4.1 Current Position 

Breckland Council ICT is currently delivered from a mixture of legacy and modern technologies – as 

many systems have been purchased over time for a range of different purposes. This is a normal 
approach, although integration is limited and could be improved where financially and operationally 

justified  

The skill sets to support such systems is therefore necessarily fragmented too – with certain skills held 
in certain geographic locations, with occasional need to procure specialist skills to support specialist 

activities. 

As regards application development, Breckland has prudently moved away from bespoke or local 

developments, and now tends to use ‘best of breed’ products. This approach has held us in good 

stead as regards supportability and risk, and also minimizes our long term support costs. 

Network security has also received considerable focus of late requiring significant investment over the 

past 12 months to achieve Government Connect CoCo compliance. However this is an ongoing 
process and further investment will be needed over the coming years to ensure we remain compliant.  

It is also worth noting that Breckland have operated its ICT within an environment of partnership 
services/suppliers, including Parkwood, Serco, and more recently CAPITA for its Building Control 

services. Breckland expect to develop these partnerships to ensure maximum value is obtained, and 

where best practice exists with partners, Breckland will seek to make use of this where viable. 

4.2 ICT Service/Support 

Breckland has also for the past 8 years used Steria Services as an IT Service organization to deliver a 

wide range of IT services (LAN/WAN Apps/systems/desktop support), however as the contract was 
extended in 2008, EU and procurement regulations preclude further extension. However the timing of 

the contract means that we have ample opportunity to test the market and review a number of 
potential options for future Service Delivery. 

4.3 IT Hardware and infrastructure 

The Council has built its services on traditional supportable platforms, Windows/Unix/Sun, and Dell 
PCs laptops, using fixed point to point connections between sites, and reliant on BT as supplier for 
voice line telephony, and Vodafone for mobile phones/mobile devices. This has been a safe and 

steady path, however technology and costs have changed, providing Breckland now with a number of 
new opportunities for cost and service changes.  

Breckland have consulted with a number of external parties and as a result, the proposed network 
topology (as follows) is recommended. 

This approach seeks to make use of MPLS technologies to deliver secure ‘cloud’ based computing, 

providing us with considerably more flexibility as regards connectivity and security, providing greater 
flexibility of access location and service provision. 
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4.4 Software & applications 

The strategy focuses on maximising use of current technology and systems deployed to ensure that full value is 
obtained from investments, To ensure systems and application performance is optimised, a programme of annual 
health checks is also recommended for key systems. 

4.5 IT refresh 

There has been prudent accrual of budget to support a refresh programme for PCs/laptops/printers 

and servers, this combined with newer tools and technologies means that we can now replace more 
kit for less cost, increasing Value for Money. 

Key opportunities to be considered are as follows:: 

• thin client devices or Netbooks (at 30% cost of laptops) and rollout of Citrix as a channel to 

Breckland services (similar model to Forest Heath) 

• Further rollout of VMware, reducing the need for physical servers, and increasing resilience 
and failover 

• Network benefits from use of MPLS service 

• Further rollout of Citrix for remote connectivity 

There is a schedule now in place to move us towards our target operating model. 
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4.6 Customer Access Strategy 

This is a key document that describes how we engage with our customers, and recognises the 

importance of the web as a key channel for our customers. This document sits outside the ICT 
Strategy however the Strategy seeks to deliver to the aims of the Customer Access Strategy. 

The soon to be redeveloped website is an important delivery channel that offers the opportunity to 

reduce the cost to service while increasing the availability and accessibility of services. Using the 
website, residents (of all languages and ability) can gain access to services in a manner and at a time 

that suits them. People of the district can come to the site to learn, look for work, pay council tax, 
report stray dogs or abandoned vehicles, and contact their local Member. Importantly, there is a need 

to increase/develop/grow the focus on the website purpose such that the website not only supports 

self-service and transactions online but also provides the infrastructure to support internal customer 
services. The same tools, systems and infrastructure are being used to support our call centre and 

face-to-face contact centres.  

To maximise the potential benefit to citizens, as well as the benefits in terms of cost reductions and 

increased efficiency, the Council will need to give particular attention to the following: 

• Actively promoting and encouraging citizens to use electronic ways (email, website, e-forms) 

to contact the Council; 

• Increasing the volume and variety of online services and transactions we provide through the 

website, in order to encourage self-service; 

• Ensuring that Council staff who deal with the public have electronic access to appropriate 

systems and training; 

• Ensuring that all citizens have access to services regardless of their location or access 

preference; 

• Forming further links with the County Council, other neighbouring local authorities, 
government and non-governmental organisations, to seek to deliver a one stop shoso that the 
citizen does not have to be an “expert” to gain access to the arm of the government that 

supplies the service required. 

4.7 Telephony Services 

Dereham/Thetford sites currently rely on Siemens switches and dedicated ISDN lines to deliver 

telephony services internally and to our residents. However the system was designed and sized a 

number of years ago, therefore a review of fitness for purpose is underway to determine whether this 
needs to be revised to take advantage of greater functionality such as use of MPLS and Voice over 

Internet Protocol (VoIP) – which allows telephony and data services to be managed and shared 
together, allowing software to control access and minimises links required, and provides greater 

opportunities for data integration and enhanced mobile working. 

4.8 Governance & Benefits prerequisites  

Corporate Governance of business improvement and ICT in the Council is undertaken by the Business 

Improvement Sub Committee.  

This Board has been formed as the Business Improvement and ICT projects and services decision-
making and monitoring body. Its role is to ensure that Breckland receives best value from its 

investments, and that projects and programmes are aligned with the Council’s corporate objectives 
and priorities. There is key representation from Customer Services, Finance, and ICT and affected 
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Service Areas, with chairmanship provided by Deputy Leader of the Council.  

For the Council to realise benefits of investments made in ICT systems and hardware the following 

prerequisites are recognised and adopted: 

• Expectations between customer and supplier to be aligned. Clarity over what is to be 

delivered, standards and performance of delivery and penalties/consequences of non-delivery 

to be addressed in advance of any investment. Contracts must be specific and contain the 
Council’s terms and conditions, not the supplier’s.  

• All purchases should consider the functionality, usability, reliability, performance, 

supportability and security of systems. 

• A sound and robust infrastructure which provides resilience and performance. It should also 

allow for future capacity and flexible and scalable for future growth. 

• Systems that are as bug/problem free as possible. A more professional approach to the 

testing of systems is essential before introduction into the operational environment. Best 

practice industry standard processes must be used to minimize the risk of system being 
delivered into the production environment with bugs and poor performance times.  

• A structured method in the smooth delivery of new applications and management of existing 

infrastructure to a high standard to ensure any negative impact on members, staff and 
citizens is minimised as much as possible  

• A clear recognition by service managers that IT requires staff across services to potentially 

work in different ways if benefits are to be realised. Implications should be identified and 

addressed before implementations are agreed and work commences. 

• A clear recognition by Managers that the implementation of new IT Systems is to be driven 
by the business and that appropriate resources should be made available to aid delivery of 

projects and to allow benefit realisation. 

• Recognition that IT systems and investments are underlined by legislation and Government 

Initiatives which the council must comply with (e.g, Data Protection, RIPA, FOI, Government 

Connect) 
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There is an approval/governance process for new projects and programmes for new BI/ICT 

Applications which are reviewed at the Business Impovement Sub Committee Meetings (terms of 

reference reviewed annually.) The following diagrams show the review/acceptance process, and the 
criteria used for scoring new projects (with some key projects included for completeness.) 

 

The next diagram below illustrates the measurement/selection criteria for new projects, showing a 

graphical representation of key projects mapped against criteria, which assists the Business 

Improvement Sub Committee in prioritising programmes and projects. 

 

 

The council also works with a number of strategic partners already, such as Serco, Parkwood leisure 
and Steria, and it is important that Breckland maximises and leverages the experience and skills in 

these organisations to most benefit. BI/ICT will therefore work closely with contracts team to seek to 
ensure it continues to: 

 

• Bring in private sector knowledge and skills to increase the capacity for innovation in service 

delivery; 
• Realise revenue savings through achieving cost reductions in service delivery; 

• Realise increased revenue income through profit sharing from business opportunities generated 

by the partnership: 
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5. Green IT Plan  

 

Information and communication technology (ICT) is responsible for up to 20 per cent of carbon emissions 

generated by Government offices – around 460,000 tonnes a year. Local Authorities are being targetted to 
reduce its Carbon footprint – and deliver to a new National indicator NI185. 

It is however recognised that this is a ‘council wide’ programme which needs to change the way that people 
work to reduce the amount of materials and power, with the aim of minimising the environmental impact.  

Breckland have a number of Green ICT initiative already underway, as follows: 

 

• Virtualisation of some 45+ servers. In effect this means we have replaced many physical servers 

with a significantly reduced number running several server ‘instances’ on each. This reduces power 

consumption, space required and also reduced need for air conditioning, and increases service 

resilience. 

• Printer usage education – we have purchased software that gives us significant management and 

control over print queues, tracking and controlling volumes, print job sizes, need for colour, 

duplication, and other areas – and will be ensuring double sided printing is adopted as a default. This 

alone is expected to deliver savings in both printer/paper/toner usage. 

• Rationalised printer usage. We are looking to removing wasteful desktop printers and divert 

larger print jobs to more efficient and cost effective we now use only efficient, networked, duplexed 
printers.  

• Citrix Client Devices/use of Netbooks – (already adopted at Forest Heath). Devices use 1 watt of 
power as opposed to 150-200W compared to current PCs/laptops – and costs are much cheaper than 
Laptops and PCs, with start-up time in seconds rather than minutes. Requires additional investment in 

back office systems, however very good long term payback on investment and reductions in support 

costs.  
• Home Working / Mobile Working – Both Capita (using Ocella) and Licensing teams will be trialling 

mobile working solutions in next 6-9 months, having benefits to both office space used, heating and 

lighting, costs of travel and reduced carbon footprint (based on more effective travel planning) We also 
have opportunities to share offices and infrastructure with some of our neighbouring authorities, again 

reducing carbon usage.             
• Electronic Document Image Management – this could be adoption of scanning of paper docs 

(removal of storage/less space to heat etc)  
• Environmental management of offices - Many office lights still being left on, as well as air 

conditioning and Audio Visual kit left on in empty rooms. A simple note/message to staff/name and 

shame (!) exercise may help alleviate this.  
• Reusing as much computer equipment as possible. Most of the energy used in the lifetime of a 

PC is consumed during manufacture. Extending its use or re-using it elsewhere will save both energy 

and money.  
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6. Mobile Working  

Mobile working can generate significant returns, help create a better working experience for staff, aid 
service delivery and improve customer service. The introduction of mobile computing for Council staff 

can add to a culture of improving effectiveness and efficiency, thereby leading to potentially higher 
ratings from CAA/Use of Resources ratings, as well as contributing to our carbon reduction 

programms. 

Informal occasional Home Working is already adopted for staff, and recent investments in Citrix 
tecnlologies help to ensure that these services are safe, secure, and reliable, however there are also a 

number of areas identified that could (subject to formal feasibility) deliver service and welfare 
improvements, and further dialogue with our partners will help to ensure that a) the need is identified 

and defined clearly and b) the project (including realisation of benefits) is managed to completion. 

This may be by use of PDAs, Laptops, Blackberry devices and/or tablet PCs, however the actual 
solutions will be designed around the service and need, using an already secure ‘mobile ready’ 

infrastructure, rather than a one size fits all model.  

(The diagram under Infrastructure section shows this in more detail.)
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7. Implementation and Action Plan 

 

# Project Description 
Dependencies 

/ linked 

project 

Risk 
Effort 
(impl) 

Impact  Rationale/Status 
Target 

Completion 

Date 

1 Estateman 
Rents and estates 

management system 

None – but 
Audit and 

financial 
income benefits 

to be realized 

Low Low 

 
Low 

 

ICT element completed – 
however actions still to be done 

at Service level 
TBC 

2 PCI compliance 

Assess readiness for 
compliance regarding 

acceptance of credit card 

payments 

Likely to be an 
audit 

requirement 
Low Medium Medium 

Currently flagged as low risk as 
no credit card payments taken 

as yet however this will be a key 

requirement for future 

TBC 

3 

Licensing Service – 

Review and delivery 
of revised 

processes/systems 

Review of  end to end 

process, introduce an ICT 
system to manage 

licensing service. This will 

both reduce key authority 
risks and increase 

effectiveness of Licensing 
– as well as providing an 

opportunity to generate 

additional revenue 

Impacts on 

elements of 
Env Services, 

and also 

supports a 
move to Mobile 

Working. 

High High High 

Project well underway – 

organisational changes required 
to underpin the project next 

stages, system procurement in 

progress. Mobile working in 
scope of project 

End April 

2010 

4 
Govt Connect Phases 

3 & 4 

Phase 2 still underway. 

However Security 

requirements are likely to 
continue to increase, 

necessitating year on 
year spend in this area. 

Impacts on all 

users (internal) 
Med Low High 

Breckland are compliant 

currently, however awaiting 

further guidelines prior to 
preparing project plan for 

phases 3 & 4 
 

 
 

 

TBC 
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# Project Description 
Dependencies 

/ linked 

project 

Risk 
Effort 
(impl) 

Impact  Rationale/Status 
Target 

Completion 

Date 

5 Website upgrade 

Need to increase 
accessibility and 

availability of self service 

on website, as well as 
significantly improving 

look and feel. 

Customer 
Access Strategy 

/ all customer 

facing services 

Low High Low 

Initial changes to front page 
complete, awaiting Comms to 

launch. Full redesign to be 

planned (consideration to be 
given to S-Norfolk share?) 

TBC - 

6 Fax gateway 
Determine feasibility of 

adopting web/email 
based faxing solutions 

All users Low Low Low Not started TBC 

7 Telephony refresh 

Refresh/upgrade 
telephony 

systems/services within 
Breckland 

All 
users/customer 

access 
strategy/Mobile 

working 

Low Med Med 

External consultancy review to 
drive next steps as regards 

preferred technology. Must 
support mobile working models. 

TBC 

8 Track and Assist 

Determine feasibility of 
tracking devices for 

mobile devices – to 

support Carbon 
commitment and cost 

savings. 

All remote 
workers 

Low low Low 
To be considered alongside 

other financial efficiency 

programmes 

TBC 

9 

Shared Working 

Business Cases (e.g. 

Norfolk/S-
Norfolk/Forest Heath 

etc) 

Develop business cases 

for potential shared 

service oppoortunities 

All Low High High Initiation Dec/Jan 2010 TBC 

10 
NLPG/GIS 

Ocella 

Strategy to be discussed 
and agreed with our 

Planning and Building 
control partners, Capita 

Symonds. 

 
 
 

N/K 
 
 
 

N/K N/K N/K N/K N/K 
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# Project Description 
Dependencies 

/ linked 

project 

Risk 
Effort 
(impl) 

Impact  Rationale/Status 
Target 

Completion 

Date 

11 
CRM updates 

(LAGAN) eforms 

(To be driven by 
Customer Access 

strategy/Web site 

redesign) 

Connected 
systems and 

services 
Med Low Low 

Improvements to citizens and 
staff 

TBC 

12 
Electronic Document 

Management 

Review feasibility of 

adoption of Electronic 

Document Management 
– in line with potential 

Shared Services models 
to maximize benefits and 

maximize office space 

All Low High High 
Project has been on hold as 

awaiting stronger Business 

Case. This ma 

TBC 

13 
Review 

Printing/photocopying 

Reduce volumes of 
hardcopy output and 

reduce spend on printing 

Financial 
Efficiency 

programme 

Low Med Med 
Print Strategy awaiting approval. 

Rational is reduced printing 

costs 

April 2010 

14 
Review 

Telephony/Data costs 

Consider alternative 
providers, based on 

better value for money 

Financial 
Efficiency 

programme 

Low Low Low   

15 
Review ICT Service 

Costs 

Steria Service review – 

recognising contract end 
date 2011 

Financial 

Efficiency 
programme 

Low High High   
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8. List of Achievements 2008/9 

The table below shows what the BI/ICT team have achieved in the past 12 months  

(2008/09) for reference: 

 

• Provision of valuable support to 
Office Moves project;  

• Achievement of Govt Connect 
Accreditation;  

• Delivery of Council tax optimisation 
project – significantly reducing 
turnaround time for residents with 

Council Tax changes. 

• Successful creation of secure and 
separate CAPITA/Planning & 
Building control network – 

achievable within existing 

Breckland infrastructure;  

• Successful delivery of Estateman – 
Estates Management/Rents software;  

• Introduction of wireless 
connectivity to Committee rooms;  

• Development of a long term ‘Business 
Improvement’ project Plan to 2014;  

• Process mapping of Pest Control 
services for the Contact Centre. 

• Initiation of key risk reduction/service 
improvement project in Licensing;  

• Instigation of revised 
supplier/contract arrangements for 
printers/photocopiers;  

• Delivery of new Planning On-Line 
service for residents (with 
Steria/Capita);  

• Provision of additional web support 
for housing, Capita/Planning, and 
revised front page for our 
externally facing Internet;  

• Redevelopment of ICT/BIT Model 
Office, improved training facilities for 

staff;  

• Initiation of PC and Server refresh 
programme, including expanding 

our VM Ware capacity;  

• Development of Citrix server farm, 
providing enhanced capabilities for 

mobile working;  

• Introduction of improved 
governance arrangements for 

BIT/ICT projects – (has 
contributed to a £45k spend 

avoidance);  

• Closer collaboration between ICT/BIT 
teams and business, which has 

allowed us to replace the ICT 
Steering Group with a more 
influential Business Improvement Sub 

Committee  

• Realisation of over £5k of savings 
through more effective 

management of mobile phone 
contracts; 
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9. Appendix A – Example of Governance/Project Prioritisation 
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10.  Appendix B – Project Interrelationships 
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(e.g. Email) 

Disaster 
Recovery & 
Continuity 

Government 
Connect 

Intranet 

Customer (call 
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Web (e.g. Social 

Networking) 

Extranet 

Self-serve E-Business, 
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Business 
Improvement 

Mobile Working 

Workflow, 
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Member 
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PCI Compliance 

Decision Making 
Systems 

Customer data 
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(Project Mgmt) 

EU Directives & 

Legislation 

Partnership 
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